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Twitter ‘unfit’ for banking over alleged complicity in Saudi rights abuses

Lawyers for family say Saudi government took brother’s data in breach and ‘arrested, tortured, and imprisoned’ him and others

The company formerly known as Twitter is “unfit” to hold banking licenses because of its alleged “intentional complicity” with human rights violations in Saudi Arabia and treatment of users’ personal data, according to an open letter sent to federal and state banking regulators that was signed by a law
firm representing a Saudi victim’s family.

The allegations by lawyers representing Areej al-Sadhan, whose brother Abdulrahman was one of thousands of Saudis whose confidential personal information was obtained by Saudi agents posing as Twitter employees in 2014-15, comes as Twitter Payments LLC, a subsidiary of X (the company
formerly known as Twitter), is in the process of applying for money-transmitter licenses across the US.

https://www.documentcloud.org/documents/23941916-open-letter
https://www.theguardian.com/world/2023/sep/04/twitter-saudi-arabia-human-rights-abuses
https://www.theguardian.com/world/2021/apr/09/saudi-arabia-jails-alleged-satirist-identified-in-twitter-infiltration


Twitter accused of helping Saudi Arabia commit human rights abuses

Read more

Elon Musk, X’s billionaire owner, has said he wants X to begin offering financial services, like allowing users to make payments across the social media company. The banking plan is a critical new element in Musk’s effort to increase revenue at the company following his controversial $44bn
acquisition of the platform last year.

In their letter, which is addressed to “attorneys general and banking commissioners across 50 states” and was obtained by the Guardian, lawyers at Walden Macht & Haran LLP argue that X’s prior and current conduct deserves “serious and careful investigation”, including allegations that X acted at
the direction of Saudi Arabia in furtherance of the kingdom’s campaign of transnational repression.

“We believe Twitter is unfit to hold money-transmitting licenses. But, regardless of each state’s decision on the licenses, we urge [regulators] to use these [X’s] applications to fully investigate Twitter’s prior conduct and its current financial and other entanglements with Saudi Arabia,” the letter states.

Saudi Arabia’s campaign to infiltrate Twitter and identify users who were anonymously criticizing its government online led to Abdulrahman al-Sadhan’s “arrest, torture, and imprisonment”, the letter says.

His family have not heard from Abdulrahman, who received a 20-year sentence for allegations that he used his anonymous Twitter account to make fun of the royal family, since 2021.

https://www.ft.com/content/9d84d534-b2dd-4cff-85d1-aee137b26a45
https://www.documentcloud.org/documents/23941916-open-letter
https://www.theguardian.com/world/saudiarabia


The California company was infiltrated by three Saudi agents, two of whom were posing as Twitter employees, in 2014 and 2015. Abdulrahman and thousands of other anonymous Saudi Twitter users were identified in the breach, including some who were later reportedly detained and tortured as
part of the government’s crackdown on dissent.

“While Twitter has protested that it was a ‘victim’ of its employees’ misconduct, the evidence we found tells a much different story,” the letter claims, pointing to data that shows that, once the breach was discovered by federal investigators, Twitter began approving Saudi requests for confidential
information, including “emergency disclosures”, in “droves”.

In 2016, 85% of these requests were approved, the lawyers say – a much higher approval rate than those for Canada and the US. It also pointed to Musk capitulating to Saudi’s existing stake in X – investors there are the second largest in the company – even though he was “fully aware” of Saudi’s
prior actions.

X has not commented on al-Sadhan’s claims. A request for comment sent to X from the Guardian got an automatic reply that said “Busy now, please check back later.”

The question of Twitter’s “fitness” to hold financial services licenses, said Walden Macht & Haran, includes whether it can be trusted to abide by federal and state laws protecting consumer data and records. The Department of Justice has said it believes the Saudis accessed the confidential data of
about 6,000 Twitter users.

The lawyers face a difficult task. Banking regulators in eight states have already approved license applications for Twitter Payments.

Al-Sadhan’s case against X is now pending before US district judge Edward Chen.
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Ukraine war latest: Elon Musk admits deliberately thwarting major ...

Elon Musk has admitted he refused Ukrainian pleas to turn on his Starlink satellite system to aid an attack on the Russian naval fleet, saying the company would have been "complicit in a major act of war and conflict escalation" if he had. Friday 8 September 2023 15:01, UK LIVE Russia
Ukraine
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Elon Musk 'committed evil' with Starlink order, says Ukrainian official ...

TodayFirst published on Fri 8 Sep 2023 08.15 EDT. A senior Ukrainian official has accused Elon Musk of "committing evil" after a new biography revealed details about how the business magnate ...
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Elon Musk ripped for disrupting Ukraine attack on Russian navy - CNBC

1 day agoWASHINGTON — A Ukrainian official slammed Tesla and SpaceX CEO Elon Musk for ordering engineers to shut off Starlink's satellite network over Crimea last year in order to thwart a Ukrainian...
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https://www.vanityfair.com › news › 2023 › 09 › elon-musk-ukrainian-war-offensive-last-year

Elon Musk Did Major Damage to a Ukrainian War Offensive Last Year ...

SpaceX chief executive Elon Musk reportedly caused a geopolitical crisis last year, when Ukrainian forces—which have relied heavily on the company's Starlink satellite communications—were on...
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https://www.theguardian.com › technology › 2023 › sep › 07 › elon-musk-ordered-starlink-turned-off-ukraine-offensive-biography?ref=upstract.com

Elon Musk ordered Starlink to be turned off during Ukraine offensive ...

1 day agoElon Musk ordered his Starlink satellite communications network to be turned off near the Crimean coast last year to hobble a Ukrainian drone attack on Russian warships, according to a new biography.
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https://news.yahoo.com › ukraine-blasts-elon-musk-thwarting-131545187.html

Ukraine blasts Elon Musk for thwarting an attack on Russia's fleet

According to excerpts published by CNN, a soon-to-be-released biography of the SpaceX CEO claims that Musk secretly ordered his engineers to turn off his Starlink satellite network over...
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https://www.rollingstone.com › politics › politics-news › elon-musk-sabotaged-ukraine-attack-russia-1234820180

Elon Musk Sabotaged Ukraine Attack Against Russia, Book Reveals ...

Musk in 2022 secretly ordered his engineers to turn off Starlink's connectivity along the Crimean coast in order to thwart a Ukrainian attack on Russia's naval fleet, according to an excerpt of...
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Russia-Ukraine war live: one person killed and nine injured in Russian ...

TodayElon Musk ordered his Starlink satellite communications network to be turned off near the Crimean coast last year to hobble a Ukrainian drone attack on Russian warships, according to a new biography.
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